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ENX : Combination of a hardware device and computer instructions or computer data
that reside as read-only software on the hardware device

B KRS : Ascher Oplerf£19674ERY
Datamation X EFE—IXKIERIANIE
firmware (firm + ware)
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B “‘Somewhere between hardware and
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ABR E, EBEFRfirmware
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B 5|SEFE5 (BootLoader)

B O] E4EREERD

B O] EFERS R REB D

m HERNAS Y

DECIMAL HEXADECIMAL DESCRIPTION
DLOB firmware header, boot partition: "dev=/dev/mtdb

112 0x70 LZMA compressed data, properties: 0x5D, dictionary s
1ze: 33554432 bytes, uncompressed size: 4027572 bytes

1376368 0x150070 PackImg section delimiter tag, little endian size: 9
457152 bytes; big endian size: 5148672 bytes

1376400 0x1560090 Squashfs filesystem, little endian, version 4.0, com
pression:lzma, size: 5144687 bytes, 1878 inodes, blocksize: 131072 bytes, created:
2015-11-02 06:12:22
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B HTERMIRERNEH RIS TERANRBINGEIRGES, TLEIE
PITRERKHIRT, BESERFSATREARS
*  EBinwalkXIEMHEHITHEE, RENEHINHEHRSE
. (ERERS R CREUEID A ProX R BN BN TER SO T

Y A 4 Y VY
| A== A==
J J J J J loc_406018: loc_406100:
bin dev etc home htdocs la $t9, sess_validate 1i $s0, OXFFFFFFFF
nop
jalr $t9 ; sess_validate
‘ ‘ ‘ ‘ ‘ addiu $s@, %$sp, Ox48+var_2
- - 1w $gp, @x48+var_30(%sp)
lib mnt proc sbin sys 1ui 3al, @x42
la $t9, sprintf
move %$a2, %vo
J M-J J move  $a@, $s0 #s
jalr $t9 ; sprintf
usr var www la $al, aAuthorizedGrou_@ # "AUTHORIZED_ GROUP=%d’
1w $gp, @x48+var_30(%sp)
move $al, %se@
la $t9, sobj_add_string
nop

FABinwalkfi# ESRIEIHE GRS FABIDAProf RS TRR DT
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1 CVE: Common Vulnerabilities & Exposures

1 CNVD: ExEERZEFAE (China National Vulnerability Database of

Information Security)

HOME > CVE > CVE-2020-7533

CVE-2020-7533 Learn more at National Vulnerability Database (NVD)

* CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢« SCAP Mappings ¢ CPE Information

Description

A CWE-255: Credentials Management vulnerability exists in Web Server on Modicon M340, Modicon Quantum and ModiconPremium Lege
execution of commands on the webserver without authentication when sending specially crafted HTTP requests.

References
Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

e MISC:https://www.se.com/ww/en/download/document/SEVD-2020-287-01/
o URL:https://www.se.com/ww/en/download/document/SEVD-2020-287-01/

Assigning CNA
Schneider Electric SE

Date Entry Created

20200121 Disclaimer: The entry creation date may reflect when the CVE ID was allocated or reserved, and does not ne
updated in CVE.

Phase (Legacy)
Assigned (20200121)
Votes (Legacy)

Comments (Legacy)

Proposed (Legacy)
N/A

RSB

Microsoft Internet Explorer Z5/4 X §515% kgl

CNNVDS: CNNVD-202001-876 BEESHK: ==zm
CVE&ES: CVE-2020-0674 BEER: E4XEE

EfaAdiEl: 2020-01-17 EEER. i
BEfadiEl: 2020-11-30 &
BERE: Clément Lecigne of ..

imiRE e T
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n EERBEMER. TEIUES. BR. 5. JBF

s REREAEENREERR G EIGRREER AT 2R

i vs. BEEEE: R RE—RARENER, TEBEEENE
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s KRG Trojan: —MEUGERLEIRGIEF, 23—
EI’\J\ AiEll Iz TEEEEMEFEENNAE, EEIEERF

REHNRG, EHRFEERMARFNBERERRERER

EI’JIE-ZJZF' IR IRIT FEfIR

51 JBackdoor: —fiE M BEIIGSRARFFAIEREAL, 7
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WIE/XE | 758 (Virus) | 8RR Worm) | A3 (Trojan) | BT
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BESE |V BENG | X GEE |V BERE | X BIES
R MorrisiER :
mEiRp | e (1988) . Aol | ZeustfAD | SORrWinds
(1998) oo al’]
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m 20178E5812H, WannaCryeikig &k, =/M150MNEZK. 305HF
thiR, 1IERIRKIXA80(ZTT. FEFR WindowsiE 1??%%)“4@
Hep XEpn AREMAR, KESCIR=EZURFIEENISSCHRINE %xE,

BELIRLE00ET ST THE.

¥ana DecryptOr 2.0

QOoops, your files have been encrypted!

B A R T {2 R 7
NS EEHRRIIERET - B

Chinese (simpli

T« EH < S« R« B WO  exe XS PSRRI S o
T EREERIT - vRsaAZ, 2 By
A3 T AR LBV - BRI LSRR V% » RBRIE R e e S .g cﬁ@%”ﬁ S
Payment will be raised on TIEAREARS » REER AR T SRR 4 - ARRTE, W re b et

20175 15 H

1/4/1970 0B:00:00 A A e X S RS T 7
LRAEOTIRERTTTE - REEETRITAEERS T HEIKE - RUASER - E8REtEes

e RS - I
(R » R TERRERNHEE - - »’} :

i d <Decrypt> 3l > BOTLLEMAE — I - WHHG » RBET SRR - |

- |

{EAREER 2 530t - MEMRBA -
Yourfiles wil be fost on 72 e 07 DU E S TR BRAPRERIG o SAATR - HERRAPRKET I T - : o
p——— BT3RS » 51T = RMAREENS Z; d] F E @
A - —NUFZ AR BEXERETT -

T ST HRIE HEELEREMMBSA - SAEHRRKE  BERIE BER

Send $600 worth of bitcoin to this address:

iBmZ 15K

bitcoin

ACCEPTED HERE 13AMAVIN2dhx Y gXeQepoHkHS QuyENgaEbS4

Contact Us
e Check Payment
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m SMB (Server Message Block) MY : —fZEFH/IRSEE. 18
SRR Y, EidSMBIMY Bl LATELT Sz B =304, $TED
. mREESFRR, W EPERIEEISMBIMYSEIN, SMB
{EFATCP 139144 5im = (4 FR

m JKIBZEE (EternalBlue) : —fmiREFIAIR, ZzITERRAYT
1t 1793 B S HEIMS17-010%N T chiRZ B E SMBINMY 721E
i TR

m WannaCry: {gEkiEZEE, INESBEHMS17-010%T 314
HAK445ixO8WindowsIE{ER FHF

~

https://github.com/eastmountyxz/WWannaCry-Experiment/blob/master/README.md 30
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R /
XF2> MIBELIPHBE44 50 31T tasksche.exe
95, EEEMS17-010iFREN AN
H o Taskse.exe

EY(;% l m{.‘ (8 R)

. N s @WanaDecryptor
XIBEM, EEEEIETE ‘ AR ) Ut

HURRTERERFH =1 15244 50m
i TR
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n BFIINZERS
[Szitasksche.exe, MRERREE TG, BIEINMEEER,. R—INERF]
B EIKuRREER, BRRAIFTE A EIRE N “FRE

BRER, FIEERENEEER, NS EEaEREmN
officeSZitF, FRARSCRYFIMRIASIEE, TRRRRIIBRIME L, BRI

Y ” g msg 1.26 MB

EEmssecsvc.exe @Please_Read_Me@.txt 1K8

(99%) " | @WanaDecryptor@.exe 240 KB

__ @WanaDecryptor@.exe.Ink 1KB

/ __ 00000000.eky 1.25KB

W 00000000.pky 1K8B

/ &I 00000000.res 1KB

__ b.wnry 1.37 MB

tasksche.exe e 1 KB

(ST fwnry 1KB

! \”u‘.':'( ( __ r.wnry 1KB

i Nl Taskse.exe _|s.wnry 2.89 MB

| s (828) twnry 64.27 KB

‘ @WanaDecryptor ‘ " Jtaskdl.exe 20 KB

@.exe Taskdl.exe " tasksche.exe 3.35 MB

( RAEEREEF ) (BEMES ) " taskse.exe 20 KB
u.wnry 240 KB 32
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~INTERNETOF THINGS = .

Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed
systems.

Insecure Network Services 7o) {
Unneeded or insecure network services running on the device itself, especially those &’ @
exposed to the internet, that compromise the confidentiality, integrity/authenticity, or DAV
availability of information or allow unauthorized remote control... a7

Insecure Ecosystem Interfaces

Insecure web, backend API, cloud, or mobile interfaces in the ecosystem outside of the
device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

Use of Insecure or Outdated Components 5
Use of deprecated or insecure software components/libraries that could allow the device to be

compromised. This includes insecure customization of operating system platforms, and a{.\\/@ =

the use of third-party software or hardware components from a compromised supply chain.

https://owasp.org/www-project-internet-of-things/
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« FZ2WWebO ' T NTERNETOF THINGS °'@
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D SQL;E)\ Weak, Guessable, or Hardcoded Passwords ma

-
-

Use of easily bruteforced, publicly available, or unchangeable credentials, including —
backdoors in firmware or client software that grants unauthorized access to deployed (™

O XSS

Insecure Network Services ;Q\
— E HH == Unneeded or insecure network services running on the device itself, especially those & T
D =Ty Eg exposed to the internet, that compromise the confidentiality, integrity/authenticity, or ) /

availability of information or allow unauthorized remote control... S

[ | *iéﬂggﬁ*ﬂ&ﬁ Insecure Ecosystem Interfaces N

H
Insecure web, backend API, cloud, or mobile interfaces in the ecosystem outside of the \‘\Q N
device that allows compromise of the device or its related components. Common issues %

352 N H:II N ‘|=_| include a lack of authentication/authorization, lackin k ti d a lack of 0’
NIEN=RN , g or weak encryption, and a lack o
gEII:I:I Izlﬁ]l 1F3R input and output filtering. \/

& s = A e N Lack of Secure Update Mechanism

* :T:t{,t%{v_r %; == ;H Lack of ability to securely update the device. This includes lack of firmware validation on

H I device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms, Q
and lack of notifications of security changes due to updates.

*%m}ﬁ Eﬁﬁ; 8B ;lﬁ-l Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be .~

AZ. == N=N= compromised. This includes insecure customization of operating system platforms, and
14:% IERE [la the use of third-party software or hardware components from a compromised supply chain.

‘;\\ /& -

O O O 0O

https://owasp.org/www-project-internet-of-things/ 35
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ALZZRNMEFIEN - 5509

85O BEIANBSIZIEIA (MIEREXIRETHE) BRI
R T BRERIO<5199550<5

5505544 (NEEER{FNFEEMNA<S, W "123", "abc'%F,
XHEFERNOSIRE 245 AR

VxRS OSEMRE . ATFENMIZEHNES. ERZ, A1
ZIEICIZBENBIR;, APM=%eE R, SEIEOSEYIEMIRE T
I8+ S

IEFEIE . Credential Stuffing, INTHEFARBEIEHESEMIEE
BB XKERARZNEE (8&BOHS) A5, EHEZ 1 Kb
B iRFZ LBIER. XEWEHERNMIDERFBTYBHRES NN EELEE
(ERHERNZEX—E IS
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Top 10 Worst Passwords - Historic Analysis

2023 2015 2010 2005 2000
#1 123456 123456 123456 password password
c7 123456789 password  password 123456 2 123456
#3 qwerty 12345 12345678 12345678 12345678
#4 password 12345678 gwerty abcl23 gwerty
#5 1234567 gwerty abcl23 gwerty abcl123
O 12345678 1234567890 123456789 monkey  monkey

#7 12345 1234 111111 letmein 1234567

#8 iloveyou baseball 1234567 dragon letmein

#9 111111 dragon iloveyou 111111 trustnol
#10 Covid football adobel23 baseball dragon

© 2023 Copyright Janco Associates, Inc. — https://e-janco.com
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ZJ dashlane
A Decade of Passwords Trends

Champions
League Teams

liverpool
chelsea
arsenal
barcelona
manchester

Most Popular
Brands

myspace
mustang
linkedin
ferrari
playboy
mercedes
cocacola
snickers
corvette
skittles

Movies
& Music

superman
pokemon
slipknot
starwars
metallica
nirvana
blink182
spiderman
greenday
rockstar

Love & Hate

iloveyou
f***you
a**hole
fxxxoff
iloveme
trustnol
beautiful
ihateyou
bulls**x*
lovelove




" SN
RXEN (88) O<

m EPITKIE. 7k7k, CSDNZF3

m E§5OS: 123456, password., 52013145

E USRI P O T & 21

Rank Tianya 7k7k  Dodonew 178 CSDN  Duowan | Rockyou Yahoo  Phpbb
1 123456 123456 123456 123456 123456789  123456| 123456 123456 123456
2 111111 0 al23456 ITTT11 12345678 111111 12345  password password
3 000000 111111 123456789  2zz12369 11111111 123456789 |123456789  welcome  phpbb
41| 123456789 123456789 111111  qiulaobai  dearbook 123123 | password ninja  qwerty
5 123123 123123 5201314 123456aa 00000000  000000| iloveyou  abcl23 12345
6 123321 5201314 123123 wmsxiel23 123123123 5201314  princess 123456789 12345678
7 5201314 123 a321654 1231231234567890 123321 123321 12345678  letmein
81 12345678 12345678 12345 000000 88888888  al23456| rockyou  sunshine 111111
9 666666 12345678 000000  qq66666 111111111 suibian| 12345678  princess 1234
10 111222tlanya  wangyut2 ~ 123456a  w2w2w2 147258369 12345678 abc123 qwerty 123456789
Sumof top-101{| 2,297,505 440,300 533,285 793,132 670,881 338,012 669,126 4,476 7,135
Total accounts || 30,901,241 5,423,287 16,258,891 9,072,965 6,428,277 4,982,730|32,581,870 442,834 255,373
% of top-10 7.43% 8.12% 3.28% 8.74%  10.44% 6.78% 2.05% 1.01%  2.79%
— == =
n B8 FARERKENSRMEBEEEESIER?
39
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6 FIASOSKERNME =R

m {FFAShodan T EfFH4BAR IR : hitps://www.shodan.io/
BENX: im[. EzxR. WMMYXEEESE, 060001, CN, JAWS

s RUIBIRRSE, A=AEABOSHITER
http://113.64.36.xxx:60001/ (ERA)

http://117.79.xxx.52:60001/ - (EA)
http://151.26.5.xxx:60001/ - (E4P)

¢®®@@®U@@®
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https://www.shodan.io/
http://113.64.36.xxx:60001/
http://113.64.36.xxx:60001/
http://182.245.xxx.94:60001/
http://182.245.xxx.94:60001/
http://151.26.5.xxx:60001/
http://151.26.5.xxx:60001/

=6: FIABOSERINMEERERER

CN" city X + J

& S C @ shodan.io/sea A"CN" +city%3A Hangzhou" © % 0 * B8O D006 :

A @ kessr 3 Sci-Hub EB EDAS Conference.. Bk Google 2 [@ ZFEx

untry?

\Q CiscoBlSRFiam...

@ Q-Learning |

SHODAN Explore

Pricing & JAWS/1.0 country:"CN" city:"Hangzhou"

& View Report [ View on Map

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

RT % Please wait, the login page is opening... [
60001 ' ' ' 30 114.55.30.45 HITE/1. 1 401 Vnauthorized

e

7 - Accept—Ranges: bytes
5357 5 I China, Hangzhou

Connection: keep—alive

80 4 BLroa Content-Disposition: Content-Disposition
Content-Length: 46552

82 4 honeypot Content—Type: text/html

Etag: 6facd2d0-264

1935 4 LastModified: Thu, 12 Nov 2020 06:14:40 GMT
Moro... Loginip: 114.55.30.45

Pragma: private

Server: DIR-825 web server/v.
Aliyun Computing Co., LTD 462
CHINANET jiangsu province network 5 % keywebtor4.artikel5ev.de [/ 2022-05-11T08:30:

112 20.75
CHINANET SHANXI PROVINCE NETWORK 3 Al - s iz LEL 200108
e g o, LIt Accept—Ranges: bytes

CHINANET YUNNAN PROVINCE NETWORK 3 B china, Hangzhou Connection: keep-alive

Content-Disposition: Content—Disposition
CHINANET Guangdong province network 2 RBroa

Content—Type: text/html;charset=utf-§
More.. honeypot Etag: 5facd2d0-264

LastModified: Thu 12 Nov 2020 06:14:40 GNT
Loginip: 112.124.20.75

Pragma: private

Teradici PColP Management Console 3 Server: E2EE WebSocket Server/0.7.0 WildFly/10
lighttpd 2
Apache httpd 1 T07-51

% Unsubscribe [

s o 1 i N\ Shodan#8 % 5| %

Rroa withoutadoubtx.com Content-Disposition: Content-Disposition
Content—Length: 46528

self-signed J| honeypot - Organization Content-Type: text/htnl

NL
= 17:10
E M

2022/5/11

41
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AZEAIWebiE[] - SQLIEANINTE

n EX: REEESREERISQLABREREAZINAERFEAFER,
1ESEEEIEFERITRMEANSQOLS, MTSCIISREL. EXFOMER
SUEEHZUENER

s [FI: SQUEANBEEBANFAFRZFENBDRITHEESQLIE
<, SEFRITFERRE, iEARNTEIESHSBEIEERSSFRA
AR IERERISQUIESTIETT, FIERBIAEENER

» BF: SUEMHE. SUEEN. ZUEMER. DURER. BBIRSS

s §fl. EERFTHEFHIRFPSFEEA 'OR'I'="1#, SHERZEA:

SELECT * FROM users WHERE username = '' OR '1'="1"# AND password = ’’;

PERG: BAMEMARIBEIE, MBI R A, WA S SRR

42



BSHIR: WebiEFEFRE

n Web X|Zash R NS RFIEEEIIRSS =5

n Web BRSZ=2MASHFRETINEL index.php BIZSFHEAT
s ANEEDBMS (BUEEEERS) , FHIT SQLIEE
n FIEEEERSAIRE SQLUEGHRITERLZ Web IRS5e:

m Web IRS5E5R Web TREE Z<pk HTML 1BUAIXEE Web XI5

n Web SISSSERRIT HTML 24, SSMBRTEARR.

& P Bk 5525 HIREEERS

E N ‘ WEZER ‘ ‘

351 http: /v shiyaniou.com I 1155, 3%51117 indexphp I
(

KA PHP JSP ASP .NET %)

SAHTMLAS B REHTMLY

BiRhEE

HATSQLIES)
( MySQL Oracle MsSQL % )

o1
-wwu .

ROIEE

43
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SQLEANBEEZRGI: ISR

AFPA :
=
% £E

s FXI— " WebMIUERLRE, WEEBERESFEESIEETH,
IFRERIERISQLEIED NI ML

sql = "select * from users where username='$name’' and password="'$pwd'"

s FAPRFNZEEDERHIA “admin”AY, BHIEHITAISQLIEGIA:

select * from users where username='admin' and password='admin’

44



" A
SQLEANBEEZRGI: ISR

BAFPA:
=
% £E

s IRAEEERZFE, ofLAFIAESQLIFANIRESLSIRIE, BiARE AR
%79 admin’ or 1=1# , B admin, HATHEHITHISQLIEGN:

select * from users where username='admin' or

s EFARSQLIEETF: #EHIERWRIERE, FrlAXpassworddIHIEME
AASHIT

n MRAFPZFMNES or 1=1 B!

s R, FERIRE "1" , EAREEBRER MR ISUEE R

45
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SQLEANBEEZRGI: ISR

n BE, BRNEASEERRAFASRLE, EFNHadninZRPEIEH
FPEANEBENAndENSIEETRRAES, NMAMBRES
EINIERYFEF,

n QESEINSQLIFE NG SLINAGIESRIT ?

v Response Headers view source

Connection: Keep-Alive
Content-Length: 180

Content-Type: text/html; charset=UTF-8
Date: Mon, 14 Dec 2020 03:30:34 GM

Hint: "select x from “admin’ where password='".md5($pass,true).""'"

Keep-Alive: timeout=5, max=100

Server: Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/5.6.21 mod_perl/2.0.8-dev Perl/v5.1
6.3

X-Powered-By: PHP/5.6.21

46
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SQLEANBEEZRGI: ISR

s J5i&: FFAmdSERSQLIEANIEIEAR

?php

$password=" ffifdyop’ ; 2761722736c95d99¢
?cilo (md5 ($password, true)) ; » 021722c¢f9ed621cC »

'or'6E]é!r,uib

n [RE: ffifdyop XM FRBEImdSIELZ SEEINFRBE— AL
FSRARASQLIENIGEANES, ffifdyopRidmdSINEZ [G1SE!:

276f722736¢95d99¢921722cf9ed62 1¢
G bR 161 IS HE R T e :
‘or’6E]é!r,uib
EREGEE o FFF, BELHHRITHISQLIEGRE:
SELECT * FROM admin WHERE pass= “’or‘6E]é!r,uib’

FEWA pass=" or 1, ExfEiR[Eltrue

E\

AN

47



" AW
AZLBWebiE - XSSEILMAIIE

m EM: XSS (cross site scripting) E—FfWebZ£imiR, W& iEd
AZEEZFHNESEINEEHA (BFRJavaScript) , MTETEEN
2. #FFeE. ENASSEHITHIRENE

s 5 XSSHRENKEEBRHETS. Gz ARE =, RINA
BEHYURYT &5

s BR: FEER. SiEHE. AREN. VEE. shiFRESE

117 >K GETAF7E XSS il Bl A< BUIRT, 5]

J
search.asp?key=<script>alert( “XSS is coming” )</script>
7, 2
N g 2 HHA

i EE RSy T

XSS il A 2 A 5L TR
5] — > 4R =
——— 4 <script>alert( “XSS is coming” )</script>

Kl ‘
S 5 2
< > xz SEHC

mi W Response UL Al 7, PATXSSHEIR
<script>alert( “XSS is coming” )</script>

48
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XS SESuh I

n IRIEFERRIRFZE, BUHIARINE D IR B IS A BBy AR
REIBIXSS 52 BIXSS

s BTEEAPALTTENHERER = BENEEERBEEIRERS
— R 2B, FRFRIMSIEXTUERY, 10
s IEEENNKESIERMEEK BarE
o)

ERGET
search.asp?key=<script-alert( “XSS is coming” )</script>

3. [ 4 BRI SR 2 MO FL
BRI, PR 265 ] B la

ARG S

FHRGET

searchxp‘k—_‘_\:(r{bb:leﬂl “XSS & coming” )</script> ﬁﬁ'ﬂﬂ& %2&

2 . )EH )i' JH_:_‘: <xriwa1m([§§£f:§2::§g" )</script>
i A%
8 2 2
|

E :@: http: 192.]68.{86,2.00 o ) >

:&fﬁ% §§z— searchasp?key=<script-alert( “XSS is coming” )</script> “)ﬂclg#
s Bt

1. Mol B 40 A % R A GRS 49
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» I
XSSEUGBIAILE - Online demo

n BRISTEFRE WL (https:/xss-game.appspot.com//E— NEIHEES I
BeEFEXSSIRA, WEEYULAESMARSIHRNESJavascript{UiS

XSS-game.appSpot.Com En__\ URL https://:xssiame.2pspot.com/levell/frame?query=<h1+style=é€ font-size:+4rs|
Congratulations, you executed an alert: F 0 F
ourvrrour
haCk It Sorry, no results were found for
You can now advance to the next level. You are fooled!
- Try again.
h1 style=“color: #2ecc71 hl

m Try it yourself.

Google online XSS gaming: https://xss-game.appspot.com/

https://www.acunetix.com/blog/web-security-zone/test-xss-skills-vulnerable-sites/ 50
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"
AZZ2HRFHER - BAXimtiEiF

n EX: FHEEFRITRE, EFREPXEANSEENET TE
TXSE, SEEURES 7 BBRNEFEXE,

n R WMt LEMTE. RIAMERIET. BEREIMBUIENRF
RGN (BEFDEERIEERFIIL) |, EERINEFR
= HIR

B $u’~1§§

MASEARR: B SE IEttieir e fREIENSIEATA/N
NFEEREK: EFXEREEESE P XANLR
ALZ2RERAR: (FH T ALENFREBEFIRFRIEREL,
g strcpy(). gets() ZF

o %%;?;EI’\J%}EP XEiEHERXTEERX, FMEREUREFX ad
IR

m FETERMERIEZRS: Windows, Linux, Free-BSDZF
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Fass kiR : MR

= HK(stack): HFERANSEMEN, 7 —
WESSHE, SRERES, AT —
B S RERHIEF,
20 REWBERE, RENEDEHE, FF
FEANKRKX, AUAEEETHRSESEERFE
XAYtRIR.
B SeNEl. B, FoIX (stack)

s X (heap): —REVEFRDEHEN, GREFRAEN, EFER
ATRIREFHOSEI. BSHIREMTHEARR, DBECATUEMUER.

.—\ A
data |nex

o FRIAITS A

gy R
data |next @J

\ data A
HEX (heap) Siast | BRAEEER -




&M E i imil

s Rk, EETERINFHRIR, BEB . .

T NEIEERITE (WFunc_A) BYHELEF]
EREDR[B] e

n FEREREARZR, BEEEHEMBAY

BEfATE. Btk (W0Func_A) RUMBIEEZE
RFOREREE, ERFERRE

X

s HERR: ENHEMTESHURENE

H X (stack)

53



v AN N N N —

X iR SR G
B buffer@KENSAIcharRBEAE, scanf()REIAIREIBAKE, strcpy ()18
FiABpass#ENEoufferSHEPXimEH, SbuffertBeBilauthTEEMEET T "0”

1 #include <stdio.h)|

2 #include<string.h>

3 #define PASSWORD "1234567"

4 int verify(char *password)

5H {

6 int auth;

7 char buffer[8];

8 auth = strcmp(password, PASSWORD)} //strcemp() b N 560 2 15 1E#f
9 strcpy(buffer, password); //strcpy () # 55 5 Flbuffer
10 return auth;

11 %)

12

13 int main(veid){

14 int flag = 9;

15 char pass[1024]; bufferé&é
16 | while(1){

17 printf("enter the password:\t");

18 scanf("%s", pass); =
19 flag = verify(pass); auths2= <
20 if(flag)

21 printf("password incorrect!\n");

22 else{

23 printf("congratulation!\n");

24 }

250 }

26 - )




R iR

m |F

BERT, BAIEMpassword “1234567”:

B | C:\Users\shizhuoyang01\Desktop\& /h[XizH.exe

enter the password: 123
password incorrect!

enter the password: 234567
congratulation!

ited after 3.917 seconds with return value 0

n FIAERXamdimRE, BAfEIRpassword “gqqgqgqqq

B | C:\Users\shizhuoyang01\Desktop\& $ X &H. exe

enter the password: qqgaqqqqq
congratulation!

” o,
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R Xim iR

YO REEO BBV BA0 IEE E26 I80 s0W 2EH)

2 sEd @B o B MR
I[Gluhals] j‘[AII global memheujlmain j R
&

@D

alx| #include <stdio.h>

=P =" T T #include<string.h>
+ BEMEES classc H#define PASSWORD “1234567"

int verify(char xpassword)

int auth;

char buffer[8];

auth = strcmp(password, PASSWORD);
strcpy(buffer, password);

return auth;

int main(uoid){
int flag = 0;
char pass[1024];
while(1){
printf(“enter the password:\t");
scanf("%s", pass);
flag = verify(pass);

if(flag)
printf("password incorrect?\n");
else{
printf(“congratulation?\n");
break;
e
¥
H
< >
"5 ClassV... 7]

Loaded 'APPO1.EXE', no matching symbolic information found.
Loaded 'C:\Windows\SysWOW64\kernel32.d1l', no matching symbolic information found.

[ES

Loaded 'C:\Windows\SysWOW64\KernelBase.d1ll', no matching symbolic information found.
The thread Bx48FC has exited with code -1873741518 (8xC008013A).

0 —1A727H1C4Q ¢ QUrAEEA120Y
R ; {’i&@z%_@% i ??.‘% § SQL Dehugg§ < '1
e




" S
ARENRGHIER - BV FTHRIRR

n EX: REAEFELEBNHUFFREIEXT MmN TIER
RYISIERNSLEE, SEIGEE LB A UGBV F R
NEEIES, AMESEIRENAAB I TEE SR

m g0, ERAIprintf () REL:

printf ("< FRE>", BER>);

%d - TS IR
%s - FATER: NAFHEEEFATE
%x - 7N BT SEHEIES

\
: |
Y I
Input: printf("Color %s, Number %d, Float %4.2f", "red", 123456, 3.14); %e - SEFF S

/ / / / / / AR o,

Output: Color red, Number 123456, Float 3.14

s RE—RTEURHENSH, AEE IS8R F
TR, IRIEZSECRERZENSE. SBNHETER, B
FE T BIVCF SRR

n REERE: BRI
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AZZRNRFANIER - IHVCFTEH

n BTV AT ERRIFI A

=
BT

HEAFER: B %x. %s FIRLFRS, ZHREFFRIEL
&, BEEFHREEE. BRMERS

ESAFEHE: BY %n BT, PISENARFEIESNEEE,
MTHEBGERFRIIEHEEEE NS,

RBBEN: S5 EARMAIN, WEE RSB SREURREEE
B EAREHIRSN, 5|SEFPITERNE

= ® Xji@XiaoyudeAir:
Jinclude <stdio.h> .
#include<string.h> » Code ./string

123456
int main(void){ 1234562

char a[100]; .
B nr st o) » Code ./string

printf(a); 123456%d%s
return 0; 12345(,1866805956123456%d%s):
} » Coae g

127 (string.cpp) S F TR TSR °8



" S
AZZNARFAHER - B FTH

n ~AFERFstring. cpp RS

@061FE30 ©P61FEAC |format = "AAAA%X,%x, %X, %X, %X, %X, %X, %X, %X , %X , %x"
0061FE34 @O61FE4AC |<¥x> OX61FEAC
©O61FE38 @B61FFCC |<%x> Ox61FFCC
B061FE3C 76E4D250 | <%x> ©x76E4D250
©061FE40 FF12BE58 |<%x> OxFF12BES8
0061FE44 FFFFFFFE | <%x> OxXFFFFFFFE
OO61FE48 76E473DA | <%x> Ox76E473DA
BO61FEAC 41414141 | <¥%x> 0x41414141
BO61FES0 252C7825 |<%x> 0x252C7825
B061FES4 78252C78 | <%x> 0x78252C78
BO61FES8 2C78252C | <%x> 0x2C78252C
B061FESC 252C7825 \<¥kx> 0x252C7825
0061FEGO 787252C78

0061FE64 2:278252C

- A 15 ©@061FE68  252C7825
[ *EJ%EEU)\ 16 @061FE6C  78252C78

BO61FE7C 01000000

1 AAAARX, 26X , 76X 5 %X 5 %X 5 26X 5 X 5 %X 5 %X 5 %X 5 X G061FET4 /90000060
19 ©@061FE78 00000

= EA L

n FEFHIT

AAAA61fedc,61ffcc,76e4d250,70734Fbf ,fffffffe,76e473da,41414141,252c7825,78252c78,2c78252¢c,252c7825




" S
AZZNRFHNER - BHEER

m TEX: Use-After-Free, UAFRIAR—fTAFEEEEIR, REEERFT
BEAFR(free)2fa, BEFRREFRXIRARFNER. BTXHRA
Fr RS EN DS E MER, B FRAT IS A TREIEY
17, WiERFEE. 3UBHE, EERIGEFARNITERNE

s [FE: BTERNATFRSEHERZAFXENETTHES, XK
BB E/InIlRFISET /IS EESET (dangling pointer)



AZZRNRFANIER - BEER

<stdio.h>
<stdlib.h>
<string.h>

int main()

{

char *pil;
pl = (char *) malloc( (char)*10);
memcpy(pl,“hello™,10);

printf(“pl addr: %p, content: %s\n",pl,pl);

free(pl);

char *p2;

p2 = (char *)malloc( (char)*10);
memcpy(pl, "world",10);
printf("use-after-free.\n");

printf(“p2 addr: %p, content: %s\n",p2,p2);
printf(“pl addr: %p, content: %s\n",pl,pl);

v:
=L

% /uaf

pl addr: 0x600002bd004@, content: hello
use-after-free.

p2 addr: 0x600002bdo04@, content:world
pl addr: 0x600002bd004@, content:world

FE/F (uaf. cpp) MEnHes

S5tp1EIBENTE, HFBEN "hello”
Bipl, (BES8KEHP1E Anull

SETp2EISEHEXNARE, FEA

“world”

pLIBSTEME, p2BRiEHERIAIA/ING
N7F, BERFESEZAEILEp1AIEIE
olciEp2, plap2ttBiiEFE, E8p1
BB, p2tEABER

BR: BRp1EERN, BETLE
FasRIEp 20918
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BN RIEERNHTERERTSE A
MRIERIHVTIFS, TOAIEX LR (E [»x:>
BT IR T RIE, BT EUNER
BT

s BN —MNEFNETERERTR A
S S IR

- BE: SERGARRMALGE,
ZEITEETHS, ESATRES |
T, S—MREETEREHTHE A ||
BELENITFER, RS HNE |
Pt B )
 BR: EESENGIERS e TLueiatt
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F=FERREG

int i = 1;
void *mythreadil()
{
(i == 1){
sleep(3);
(i==2)
printf("hack it!\n");

printf("you can try again!\n");
}
}

void *mythread2()

{
sleep(1);
i=2;

}

int main(int argc,

{

char *argv[])

pthread_t id1,id2;
pthread_create(&id1l, NULL, (void *)mythreadl,NULL);
pthread_create(&id2, NULL, (void *)mythread2,NU
pthread_join(id1,NULL);
pthread_join(id2,NULL); |

;

1. MEMNEZ £ /2024/Code via
» ./race
you can try again!

1. PEENZ £ /2024/Code via

- ./race
hack it!

T2 (race.c ) NERRER

ERFETHITnythreadl(), REHE
FIUr 1 FF1EH Tsleep(3)EREY,
HRIHN T EEIRIRD:, MXATE AR
RRE, EFEASEFnythreadl()
. BEmER Ty thread2();

fEmythread2d, HH{Tsleep(1),
{EERTAIEESE, mythread2()B]EE
Etmythread1 ()5t "BE" &3k, G
X1 HITTIER

Zamythreadl () REEHTHT, i BY
BEELHEs B2, FEH M hack

it!”,

’

Sel

R

+d
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s B 2fhireiE: BUERhE AN OB RIS

m [E{4EHEFEN
BTN BEdEEFINZFIV(CRP, Code Read Protection), 15
FELEF(CRP Key)E AN$FERIFlashitbitdr, & H _ EEBEEEIERED
B REE HINEE

EEIEORE: SEREONERNITAGRBNERITTLBESE R
A S EHERCE N ZERIIOER(ER

EFINE : BELAAEEENBENEFHITIIEITEEKREN, RE
WEERBREEH R, BIARARH EERHE
B EFISIE: £ miEETRIIIEFH TIIRERFSHBALE
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IR ERERITFREERE ST XERRERETCHER
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o RS RTSMAASICERT, R 10RR SRR

1. BANBGIE . ISIERBEMMEARZEENEIRRIEA, IERrESAG
BB D KR ER I IRIE

2. IEWFRES. SHREFESIIESTERERIEE, BIRARBE
A— PN ESHAREFRIRZRIFMR AT

3. T RIBAMAETISZIT: KRR SLIFISET 2 R
4. K@% EFNRER/IVEIER, BTREMNZEFIEEINEE
5. BKIAIBS : A RIRIRERM AR R M Z 2B 4ERY

6. 1&;

S VBREN . S MEFER AR E 7o LI ERTRHYER /MY
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n TENZENRMAHLNCERT, BH10ZZEMmDEIN

7. BRREEHCRANEE . SIRE AR SEFRGRISTENT
B 5 A SERE ENSEIGE

8. YRR (EFRASHMBHERISKEEXE, flaN, BxEHRwE
BASZENETINEEES, LU ER PSR REER
A A EBRIRIRAT AT BEME

O. FRAMHIRESMRIERA: FHIRERIESARATLIEHUEIIE
PR, BRI, R BRI LUEAB IR ERILE

10. RAREHBINE: N RESTFETASNARZENR
iatmE, G TREER B, LGRS HIE kG
R3S BN,
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s BN CANARY, Y "@#4%" , WHHSHER, 2
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. [BIE

PRECTIRRT e E R A A canary(E, EREUR[E|RIIEIEcanary &K
B2, MRKIKESHREFRERERF

SRHFERanHRRE, EEYLUBER LR RIS
FHEdR. #AM, fEAcanaryls, WEEEEZIREINAHESE
Fcanary, SEUGERWIME LEt%imHIE
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IRm B ERNERRIPFER, AL iRmRAFI R
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Soge 2 e =

(]

Akt

buf

saved ebp

return address
arg 1
arg 2

e ik
# %A canaryit

gcc -0 test test.c

// BN F. AFFE Canary 4

gcc -fno-stack-protector -o test test.c //#EHE
/R RMERR R, AL RAREZRES &R char B R EEE N RIS
gcc -fstack-protector -o test test.c

gcc -fstack-protector-all -o test test.c //J5HIHERRARIT, FATE ok EEE N 147

buf

oy

saved ebp

return address
arg 1
arg 2

¥ L4 A\ canary#t 73
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m FORTIFY: —FEmEAERERSo TR TR

 {EF: ATREESFEETKRHSRIRR, FLSHiE
PR IR A WA FRREL, Wmemcpy, memset,
stpcpy, strcpy, strncpy, strcat, strncat, sprintf,
snprintf, vsprintf, vsnprintf, getsZF

n B3 ATEREEM

Fortify Static Code Analyzer

Build secure software fast. Find security issues early and fix at the speed of

DevOps.

https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview 75
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Cyber Grand Challenge

m CGC(Cyber Grand Challenge): ZE& K&=Defcon5 | A\BI—FIFTEVRE,
EEDARPA(EMSFRRITXIZE)ZEIHIBEIMEN L REE

s CGCEEZEIMSLRBaMftRINEIHER S, FFEEEBIIREBRAEAIN
XTHFTRIREF LR, RMNXTARNMNEINGE, FREIEHINEIRLEIE
23 =10 R [E1

m ForAllSecure Y1188 AMayhem3K 18 7 R, I52#¥David Brumley
from CMU CyLab)

https://en.wikipedia.org/wiki/2016_Cyber_Grand_Challenge
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1. &N
2. B{EDHT
3. BRSO
3.1 EFEGRDHT
3.2 BEREOSHT
4. EESHT
4.1 EHFREY
4.2 EWSESASHT
4.3 BiEETE
5. FEREFOIT
5.1 BEDHT
5.2 BESHT
5.3 SRR ES
5.4 INEFMAERESHT
5.4.1 master key ££RTRIZ
5.4.2 share key EALRIE
6. /&

https://bbs.pediy.com/thread-261679.htm
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ALEfWeb#z: SQLIFEAN. XSS
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(ERSX LRIEH

B [E{4EN: Combination of a hardware device and computer instructions or
computer data that reside as read-only software on the hardware device

B EHE—RNREBIREEREESINRY, SRR, misfleiEERF
IgE. BER— T ARSRNSMMRENTIFRE, @,}EBIOS

BootLoaderZs,

[0 BIOS: basic input/ output system, EANBMANBIHES, BEIZEWEAFN
INERA 2R, MEEERENNEBootLoader, RERFSINEINEAIFE— NI

O BootLoader: BI5|S42F, RUBENFHBERTHEEEERERFEEH
R SRR EIER.

Q: {RREIIHNIS?
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. ENHFFNIREN

m HES: R BEEFMIREIAER EEE T HGMCES, SERRRE<SH
SURAER, BT MAY "R BE EFET .

s AFEE=A:
M AR BHANEEESENRENER, 1EIT /K T4
ERNTENRGIAME, XITEEFRYKRE,
B (HEEHRHERS) | BIEEE N REREEMEEELE
B, REMES SRR & IRTTERS.
KTl (OPERRHRSS) - AiF EEREHIEEEEETEER
BF. KahthE@EESEsG. BESEYEELD, £fBFER
fzggfé%ﬂ:j (bus) EHEEEEFRS (subsystem) SHRHHZEGIE
=ZAIHLE.
X FENRRZE R ER SR ZHE, FERISGTTAMISER.

B RERNSITHREIRETGRIER Y, FEHRIE TR EE R TR,
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m iR
O RER AP EIRITHIEFENBE, EEERFREsLIATEIIRE
HYTRER( GRS,
O EHRRIT BRIARILEFERSZRE, Ak, B2ERELETH
SRR "=ARRBI" 1CRL,

B RIEEIN
O B ERlava, PythonZ RNBRIESRS, BITSEREFITUHIRY
gelAiEHH A,

O BEHEREMERIES (WCES) ®BE, JVFREEF, EANBEE
TR MREESEHIRY.

82



" S
BRI XS

B RFuE
O 4Rz TECPUFIE A ERE £, HFIARAMAINEFFIERRT
FODNEETE.
O EHEEAREECPULET, MEETHETSMEMIER/NMEERSE
=17, BN INEIREIRRHIF R H =R,
B EFERIEE
O BRI E A E B SUH IR AT T,
O EHRIEFTECRMIR, BIINFEEGLEREN, BERPEEEENN
EMHREEIRE.
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s Bk EHFSLRISIRERmERNETH

struct trx_header{

ﬂiﬂﬁﬂ Fﬁiﬁﬂg?‘ﬂﬁﬁﬁ ;ﬁ ! %E/_J_Tiﬁ%ﬁ:ﬁl‘ﬁ: E?& uint32_t magic;
S ST SE— AN uint32 tlen

uint32_t crc32;

uint32_t flag_version;

n BN BIERERRENEAERRIZE uint32.t offsets[3];
(R KRN B L0, PIREERA. )
B RAIER ISR (=, trx_headerf{ISZHE=
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B 5|SiEFEBS: BootLoader B FRFRILITITZHIEIT, REEN
REMNNEBES, (FREMRGEEhes. EZRE=RMEIE, K
MG RAREREHMEER I EERES, MEIREZEABIRMERSRRZ
HSFIFIETRAYINIR.

B AR R BRI ERFHIROERD, RN AEFHNEKRE®BSE,
HRIARERER, RENREESHEERRERIREOEEISNHIE,
N THEERTR, EEHTEE.
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B IRMHRFEEAZEFHERNSE — I NERGE, RZREREIUE
R FERNERGET, ARG RFEAMNE S T EBX RTINS

NAHRIDIRE, RIS —Ln A RS INEZINFFERIZ

\N— ) —

&17,

/bin A7 T rootA SR AN — R F P T LAASE A ) i 2
Isbin FIRAR G, RARGE MR LMEH
Idev PRI 4% 5 B8 42 I SO

letc TN 2R 48 2 ) I B

Nlib A IRE 2 B A AT N ) IR B A2

/home RGEEFNRIH Pk

Iroot RGVE R R

lusr L= R pfR w5

Ivar FFIAT AR (s, 9 ilog SCAF Il B SCAH5%
Iproc HH, WAE Nproc U RS HEE S
Imnt i R B IEAN M RGN HE A, BEETHE
[tmp T AU SO, @2  Hx

R RFERR
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